
Real-time user-to-user web with Mozilla and
XMPP

Massimiliano Mirra, bard@hyperstruct.net

Online life largely consistsof 1) interactionbetweenpersonand applicationand 2) interactionbetweenpersonand
person.Oddly, interactionwith applicationsis direct,real-time,rich, andevolvesquickly, while interactionwith people
is indirect, deferred, poor, and evolves slowly.

We takea few commonscenarioswhich arisefrom this contrast,tracethembackto therestrictingway in which the
networkhandlescommunicationbetweenpeople,and finally showa different approach,wheredirect, rich, real-time
personto personinteractionhappensin a contextthatalsoencouragesfastevolution,andis basedon a mix of proven,
standard technologies.

Introduction
Online interactionamongpeopleis full of paradoxesÑthingsthat shouldbe trivial arecloseto impossible.But every
day aswe go throughour online lives, we experiencetheseparadoxesfrom the insideanddonÕtnoticeanythingodd
around us.

Take for example these questions, which at first may seem too absurd to deserve a serious answer:

¥ What if, for each new web application being written, users had to upgrade their browsers?
¥ What if interaction with web applications were limited to a command line?
¥ What if talking throughan instantmessengermeantthat an intermediateapplicationwereto storeoneÕsmessages

for some minutes, and recipients had to poll the application repeatedly to receive messages?
¥ What if changingthe subjectof the conversationrequiredchangingthe applicationthroughwhich conversationis

carried?

Now move thosequestionsjust a few pixels acrossthe screen,say from the browserto the instantmessengerand
vice-versa. Suddenly, we appear to deem them very reasonable. In fact:

¥ Adding a whiteboard,a cardgame,a sharedwriting areaor any otherextendedform of interactionto an instant
messengeris expectedto happenthroughchangesto the client software,followed by massiveupgradecampaigns
across large user bases.

¥ Exchangingshorttext messagesin linearfashionat a promptis themajor(often,theonly) componentof theinstant
messaging experience.

¥ Chunksof communicationsentto webapplicationsbut intendedfor people(messages,links, photos)arestoredon
serversand not presentedto the recipient until requested,even if both sidesof the conversationare trying to
communicate in real-time.

¥ Beingconnectedwith a friend througha photosharingwebsitedoesnot meanbeingableto e.g.sharelinks or text
with her. Both parties need to subscribe to a different web application and re-create their connection.

Wheredoesthis strangestateof affairs comefrom? Is it inherentin the structureof todayÕsonline world, or canit be
escaped?

One cause: too much intelligence
Back in 1997, David Isenberg contrasted the ÒIntelligent NetworkÓ with the ÒStupid NetworkÓ [ISEN97].

1

www.princexml.com
Prince - Personal Edition
This document was created with Prince, a great way of getting web content onto paper.

0097-8/mailto:bard@hyperstruct.net


The Intelligent Network is the telephonynetwork. ItÕsÒintelligentÓbecauseinfrastructuremakesall sorts of
assumptions about information travelling between endpoints.

AT&T TrueVoice wasa valiantattemptto improvecircuit switchedvoicequality asmuchaspossiblein the
context of current network architecture.[...] But as we set out to implement this conceptuallysimple
improvement,wekeptrunninginto theproblemthatthereweretoomanyplacesin thenetworkthathadbuilt
in ÒintelligentÓassumptionsaboutthe voice signalÑechocancellers,conferencebridges,voice messaging
systems,etc.Ñand too many devices that dependedon these acoustic assumptionsfor their correct
operationÑmodems,fax machines,and a surprisingnumberof strangedeviceswith proprietaryanalog
protocols.

On the other hand, a Stupid Network...

...would let you stuff bits in oneendandget themout the otherwithout getting tangledup in cobwebsof
legacyassumptions.Wanta differentvoicequality?With a StupidNetwork,youÕdgeta differentprogram,
install it in your intelligent end user device and run it.

Clearly, ÒstupidÓ is good. Isenberg poses that the Internet is a kind of Stupid Network:

Now, supposeInternet Telephonygets as good as telephonecompanytelephony(seebelow), and some
enterprisingindependentprogrammerwantsto makea productthat solvesthe problemof being on hold.
Theywould simply write anend-userapplicationandsell it from their website. If it works,andpeoplelike
it, they will sell lots of it. If not, they might try again. But they donÕthave to go through any long,
bureaucraticeconomicjustification, businessplanning,and technicaldevelopmentprocessesÑtheyjust do
it.

[...]
The Internetbreaksthe telephonecompanymodel by passingcontrol to the end user.It doesthis by

taking the underlying network details out of the picture.
[...]
The network provider becomes virtually irrelevantÑthe user controls the relevant capabilities.

Encouraging. But does the example stand the trial of a real life scenario?

...andsomeenterprisingindependentprogrammerwantsto makea productthat solvesthe problemof not
beingable to insert imageson the foobar.comwebforum. Theywould simply write anend-userapplication
andsell it from their web site. If it works,andpeoplelike it, they will sell lots of it. If not, they might try
again.But they donÕthaveto go throughany long, bureaucraticeconomicjustification, businessplanning,
and technical development processes - they just do it.

SomethingÕs not quite right with that picture.
It is true (and fortunate) that physical devices at the lower level of the Internet have become ÒstupidÓ.
But behindapparentlyconfinedannoyancesÑsuchasexchangingbookmarkswith someoneon foo.combut having

to join bar.comin order to alsoexchangephotoswith the samesomeoneÑit is not too hardto spot the emergenceof
higher-ordernetworksabovethephysicalone,networksthatconnectpeopleratherthanmachines,aremadeof Òvirtual
devicesÓ, and are just as assuming about the information they carry as the telephony network.

Intelligent endpointsarerare.Dumb layers(suchas the web pagesof a photosharingservice),whosepurposeis
only to actasa proxy to intelligentmidpoints(theserver-sideapplicationsactuallystoringandorganizingthephotos),
are widespread.

The network is getting intelligent again and, if we are to listen to IsenbergÕs conclusions, this isnÕt good news.
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Another cause: flow (or lack thereof)
Real-timecommunication(i.e. without delay-inducingintermediaries)wasthe first in humanhistory to develop,andis
being the last on the web to land.

The differencebetweenreal-timeand deferredcommunicationmay at first appearas the quantitativedifference
between completing a task in one minute and completing it in one hour.

As anyonewho hasbeenrepeatedlyinterruptedknows,thereis only somuchfragmentationa taskcanstandbefore
a qualitativeshift kicks in. [DIX92] Or put anotherway,a conversationby mail is not just slowerthana live one,itÕsan
entirely different kind of conversation.

AJAX and broadbandhave increasedthe pace of ÒconversationÓbetweenusers and applications,enabling
qualitativeshifts in userexperience.Sadly,no matchingshift in personto personinteractionhastakenplace:systems
which alreadysupporteda high pace(instantmessaging)only supportbasicformsof interactionandevolvetoo slowly;
attemptsat increasingpace on the web (HTTP poll, Comet), where interaction can be richer, have remained
server-centric and of intelligent-network nature.

One entire class of experience is missing from the web.

The alternate route
The rest of this paper proposes a design and implementation to support a different scenario, one where:

¥ Usersaremoredirectly connected;if JohnandI areconnectedbecausewe exchangebookmarks,we arealsoableto
exchange photos, chat about yesterdayÕs match, or play a card game, without joining additional ad-hoc networks.

¥ Real-timecommunicationbetweenpersonandpersonis as rich ascommunicationbetweenuserandapplication:
chesspiecescan be moved around,shapescan be drawn, documentscan be written together,slides can be
presented, maps can be navigated.

Surprisingly, ingredientsfor this recipeare readily available,standards-compliant,popular,and welcomeextending.
They just need to be mixed together.

Scenario
Alyssastartsthewebbrowser.Usually,theendpointof interactionscarriedthroughthebrowseris webserversandweb
applications.AlyssaÕsbrowser,though,hasbeenaugmentedwith supportfor real-timecommunication.Peoplecanbe
interaction endpoints as well.

People are shown in the familiar Òcontact listÓ form:
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Figure 1. Contact list

Clicking on a nickname in the list brings up a basic form of interaction (the traditional ÒchatÓ):

Figure 2. Default interaction

AlyssaandBen starta conversation.At onepoint, Ben wantsto refer to a picture.He tries to do so throughminute
verbaldescription,but Alyssasoongetstired of building picturesin hermind,andpointsBento a webpagewherethey
can interact in a visual way. Both load the page:
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Figure 3. Loading a shared web application

Alyssa and Ben tell browsers to make their communication channel also available to the two instances of the web page:

Figure 4. Making communication channel available to shared web application

Fromnow on,actionsin thewebpageon AlyssaÕssidearepropagatedto thepageon BenÕsside,andvice-versa.Alyssa
draws a line, a line appears on BenÕs screen. Ben draws a circle, a circle appears on AlyssaÕs screen:
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Figure 5. Using a shared web application

SinceAlyssa and Ben are not interactingwith a pagebut are interactingwith eachother on a page,we call this an
application spacerather than an application.

Discussion
Some remarkable from the point of view of Alyssa and Ben:

¥ They did not haveto downloadandinstall new softwarein orderto accessan additionalform of interaction,they
just loaded a web page.

¥ They did not haveto subscribeto anotherservicein orderto recreatetheir social link in the contextof a different
form of interaction; the application was already usable through their existing social link.

¥ Actions on one side have an immediate effect (in this case, replication) on the other side.

Remarkable points from the point of view of the developers:

¥ Their deploymentand upgradeprocedureconsistsin uploadinga web page,insteadof packaginga client and
pushing it to thousands of machines.

¥ They canrely on a standards-based,familiar, cross-platformtool set,namelyXML-basedtechnologies(XHTML,
SVG, XUL) and JavaScript.

¥ They do not needto deploycomplexserversoftwarein order to hackreal-timecommunicationon top of HTTP;
XMPP, a technology designed precisely with purpose, is used instead, and handled by the browser.

More scenarios
Many more scenarios are possible. Only a couple are briefly outlined below:

¥ Enriching already existing applications with custom-designed code intended to make the shareable.
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Figure 6. S5Share and Laser let two or more users attend a synchronized S5 slideshow and see each otherÕs mouse
cursor.

¥ Enriching already existing applications withgeneral-purposesynchronization code.

Figure 7. RichDraw SVG application turned into a shared SVG whiteboard through XML Sync Islands, a generic
DOM-synchronization library/bookmarklet.

How it works
It all begins by making real-time, end-to-end communication a first-class citizen in the browser platform, like HTTP.

For this implementation,Mozilla is usedasbrowsertechnology(specifically,Firefox andFlock).Mozilla coversall
major platforms, is open source, has a lively community, and has a flexible extension system.

The ÒeXtensibleMessagingandPresenceProtocolÓ(XMPP), an IETF standard,[IETF04a] [IETF04b] [PSA05] is
usedastechnologyfor communication.XMPP canbe thoughtof asbi-directionalexchangesof XML packetsamong
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client entities (humanusersor automatedagents)routed by ÒstupidÓserversÑin the positive senseof the ÒStupid
NetworkÓ, i.e. just delivering the packets without making assumptions about what they mean.

Whenconnecteduserswish to interactin a richer form thanthe chat,they load a web pageproviding that form of
interaction.Thepageis built with familiar technologies(XHTML, SVG,JavaScript,XUL). Then,userstell thebrowser
that their existing communication channel should be made available to the web page.

The browsermonitorsa pre-definedareaof the web page(a DOM elementwith id="xmpp-outgoing").Whenthe
webpagewritessomethingin "xmpp-outgoing",thebrowserpicks it up andsendsit overXMPP to theotherside.The
browseron theothersidereceivesthedataandwrites it into anotherpre-definedareaof thewebpage(a DOM element
with id="xmpp-incoming");the web pageon the othersidein turn reactson datawritten in "xmpp-incoming",usually
by synchronizing some state.

Figure 8. How instances of shared applications communicate

Ordinarily, a message exchange through XMPP looks like the following (from AlyssaÕs point of view):

OUT: <message to="ben@server.org/SamePlace">
<body>

Hello, Ben!
</body>

</message>

IN:  <message from="ben@server.org/SamePlace"
to="alyssa@server.org/SamePlace">

<body>
Hello, Alyssa!  I'm about to draw a circle, watch
out...

</body>
</message>

OUT: <message to="alyssa@server.org/SamePlace">
<body>

Ok...
</body>

</message>

When the channel is also made available to a web page, it looks like this:

IN:  <message from="ben@server.org/SamePlace"
to="alyssa@server.org/SamePlace">

<body>
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Here it comes
</body>

</message>

IN:  <message from="ben@server.org/SamePlace"
to="alyssa@server.org/SamePlace">

<circle xmlns="http://apps.sameplace.cc/whiteboard">
<center x="4" y="3"/>
<radius length="5"/>

</circle>
</message>

Thewebpageat theotherendreceivesall messagesinsidethe"xmpp-incoming"element.It ignoresmostof them,but
it notices that the last one carries a child element with a known namespace, interprets it, and draws the circle.

Conclusions and future work
Characteristicsof thewebaugmentedwith real-timecommunication(RTC) aresummarizedbelowandcontrastedwith
current approaches.

Table 1. Traditional web contrasted with RTC-enabled web

Traditional web RTC-enabled web

Interaction server-centric user-centric

What is shared content, results live experience

Communication paceslow fast

Table 1. Traditional web contrasted with RTC-enabled web
Table 2. Traditional messaging contrasted with RTC-enabled web

Traditional messaging RTC-enabled web

Richness of communicationbasic high

Evolution rate slow high

Both the XMPP layer and the user interfacethat gives accessto sharedweb pagesare currently implementedas
extensionsfor the Firefox and Flock browsersand availableon the projectÕsweb site [SP07] under open source
licenses.

Futurework will consistof further experimentationwith more interactiondomainsÑbothdirectly and by easing
adoptionfrom third partiesthroughlibrariesanddocumentationÑandseeinghow they stretchcurrentimplementation
and what possibilities in the underlying philosophy they uncover.
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